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AUTOMATED ADMINISTRATION USING
COMPOSITES OF ATOMIC OPERATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 12/578,706, entitled “Automated Administra-
tion Using Composites of Atomic Operations,” filed Oct. 14,
2009 and issued as U.S. Pat. No. 8,347,294, and naming
Guido Patanella as the inventor. This application is assigned
to Oracle International Corporation, the assignee of the
present invention, and is hereby incorporated by reference in
its entirety and for all purposes as if completely and fully set
forth herein.

FIELD OF THE INVENTION

This invention relates to administration of software sys-
tems and, more particular, to automating administration of
software systems in data centers.

DESCRIPTION OF RELATED ART

Software systems require constant administrative effort to
maintain, especially in large computing environments such as
data centers. Administrative tasks involve maintaining
installed software binaries, configuring installed software,
preserving existing configurations over time, and maintaining
operating system software. Specific examples of such tasks
include installing and upgrading software, performing an ini-
tial software configuration, performing maintenance for an
existing software configuration, removing software, config-
uring an operating system for use with particular hardware
and/or for particular networking purposes, configuring soft-
ware for scope of performance and operating improvements,
migrating software within and outside existing computer
hardware, provisioning software, implementing database
system data definition changes and performing database sys-
tem manipulation, and the like. Administrative tasks like
these are often performed by human administrators, who may
use system commands and/or scripts, and/or by intermediate
software systems with automation capabilities.

Existing automation systems are typically designed to per-
form specific tasks by executing program code, such as
scripts or executable commands. This automation program
code typically does not offer a high level of reliability and
portability. For example, an automation program may be
designed to use copy commands to copy a series of software
files from one location to another. The design of the automa-
tion program may assume that the commands will be success-
ful. Subsequently executed automation program code may
also rely on that assumption. Thus, if one of the files cannot be
copied successfully, the automation program may perform
unreliably or even cease functioning. Given the many execu-
tion assumptions like these that may be present, such auto-
mation programs may require extensive administrator inter-
vention for operation and validation. The need for such
administrative intervention can be a major cost in a data
center and may even impact the reliability of services offered
by the data center.

There are many other limitations associated with many of
the existing automation programs. For example, any changes,
regardless of how small, to automation programs generally
require extensive testing. This requirement arises because
automation programs are usually designed to run in a variety
of different computing environments and/or be invoked by
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many different types of software, and testing must be per-
formed for each computing environment and/or type of soft-
ware. Additionally, error handling needs to be repeated
throughout all automation programs, increasing its mainte-
nance complexity. There is no guarantee that error handling
exists for each aspect of the automation program.

An additional limitation arises because automation pro-
grams are designed to satisfy particular technical objectives,
which may not directly correlate to the functionality of the
automation programs. This can make it difficult for adminis-
trators, especially those without significant technical knowl-
edge, to interact with automation programs from a functional
request standpoint. This may also make automation programs
difficult to maintain.

Additionally, in both automated and non-automated envi-
ronments, proper authorization for administrative tasks
depends on the understanding of the actions of execution. If
the administrator or automation program performing an
administrative task fails to properly understand the effects of
the administrative task, the administrator or automation pro-
gram may fail to obtain the needed authorization to perform
the maintenance task, which can in turn cause problems for
users or customers. An erroneous authorization may be
caused by not properly understanding the business impact of
specific actions. For example, an administrator can ask a
manager for the authorization to execute a script that will
“patch” a software system on a server. The manager approves
the activity to be executed, without being fully aware of what
actions are involved in “patching” the software system. The
administrator then patches the software system, which actu-
ally involves stopping processes on the server, deploying and
installing the patch, and finally restarting the server. This
patching activity requires several hours downtime on a pro-
duction system that affects a high profile customer. The cus-
tomer had previously indicated that the customer would not
accept downtimes that month. Unfortunately, since the man-
ager was not aware that the “patch” required downtime, the
authorization was erroneously granted and the customer’s
requirement of no downtime was not met.

As the above examples illustrate, existing techniques for
administering software systems are often limited. Accord-
ingly, improved techniques are desired.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its
numerous objects, features and advantages made apparent to
those skilled in the art by referencing the accompanying
drawings.

FIG. 1is ablock diagram of a software system that includes
an automation server configured to automatically perform
administration tasks, according to one embodiment of the
invention.

FIG. 2 is a block diagram of a software system, illustrating
the components of an automation server and an automation
agent, according to one embodiment of the invention.

FIG. 3 illustrates how information identifying an atomic
service operation can be associated with information identi-
fying the business effects that occur when that atomic service
operation is performed, according to one embodiment of the
invention.

FIG. 4 is an example of a message that can be exchanged
between an automation server and an automation agent on a
target computing device, according to one embodiment of the
invention.
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FIG. 5 is a block diagram illustrating how atomic opera-
tions can be assembled into tasks and activities, according to
one embodiment of the invention.

FIG. 6 A shows how sequence numbers can be included in
input and output structures included in messages exchanged
between automation servers and automation agents, accord-
ing to one embodiment of the invention.

FIG. 6B illustrates how specific values can be included in
the structure shown in FIG. 6 A, according to one embodiment
of the invention.

FIG. 7 illustrates how automation server can use sequence
numbers to keep track of values generated by performing the
same atomic service operation in different tasks, according to
one embodiment of the invention.

FIG. 8 is a flowchart illustrating how a task can be created
from one or more atomic service operations, according to one
embodiment of the invention.

FIG. 9 is a flowchart illustrating how an activity can be
created from one or more tasks, according to one embodiment
of the invention.

FIG.10is a flowchart illustrating how an automation server
can cause an atomic service operation to be performed by a
target computing device, according to one embodiment of the
invention.

FIG. 11 is a flowchart illustrating how a target computing
device can perform an atomic service operation, according to
one embodiment of the invention.

FIG. 12 is a block diagram of computing device that imple-
ments an automation server, according to one embodiment of
the invention.

FIG. 13 is a block diagram of a target computing device,
according to one embodiment.

While the invention is susceptible to various modifications
and alternative forms, specific embodiments of the invention
are provided as examples in the drawings and detailed
description. It should be understood that the drawings and
detailed description are not intended to limit the invention to
the particular form disclosed. Instead, the intention is to cover
all modifications, equivalents and alternatives falling within
the spirit and scope of the invention as defined by the
appended claims.

DETAILED DESCRIPTION

FIG.11s ablock diagram of a software system that includes
an automation server configured to automatically perform
administration tasks using composites built from atomic
administration operations. As show, the software system
includes an automation server 100 that is coupled to two
purpose-oriented domains (PODs) 150(1) and 150(2) by a
network 155. Each POD includes one or more computing
devices, which in turn each implement one or more software
targets. For example, POD 150(1) includes computing device
110(1), which implements two software targets 120(1) and
120(2). Similarly, POD 150(2) includes computing device
110(2) and computing device 110(3). Computing device 110
(2) implements software target 120(3), while computing
device 110(3) implements software targets 120(4), 120(5),
120(6), and 120(7).

InFIG. 1, each computing device 110(1)-110(3) is a device
that is configured to execute software. Such computing
devices can include personal computers, server computers,
cellular phones, personal digital assistants, set-top boxes,
network appliances, and the like. In the example of FIG. 1, the
computing devices are coupled by a network 155. Network
155 can include one or more storage, local, and/or wide area
networks. Network 155 can be implemented using various
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topologies, communication protocols, and physical links
(e.g., wireless links, coaxial cables, and the like). In some
embodiments, certain components may be directly con-
nected, as opposed to being connected via a network. For
example, automation server 100 may be executing in a virtual
machine, which is configured from the resources of an under-
lying physical computing device. The same computing device
that includes the virtual machine executing automation server
100 can also include another virtual machine that executes
one or more automation software targets.

Each software target can be an application, operating sys-
tem, software module, software object, clustered application,
or the like. Each POD is a collection of computing devices
that implement software targets that work towards the same
business purpose. Examples of business purposes include
production, quality assurance, and test and development.
Thus, POD 150(1) can be a quality assurance POD, while
POD 150(2) can be a production POD. Grouping computing
devices into PODs allows automation server 100 to identify
software targets based upon a specified business purpose, as
will be discussed in more detail below. Generally, one or more
PODs can be included in a system, which can in turn operate
as a data center, provide software as a service (SaaS) func-
tionality, provide on demand computing, and the like.

Each POD can include a variety of different types of soft-
ware targets. For example, a production POD can include an
application server, a web server, and a database. Thus, each
POD can include one or more different software targets, all of
which are working towards the same business purpose.

PODs are non-overlapping; if two PODs would otherwise
overlap (e.g., due to a computing device implementing both a
test and development software target and a quality assurance
software target), those two PODs can be merged into a single
POD (e.g., a single test, development, and quality assurance
POD). This allows automation server 100 to unambiguously
classify each software target as working toward a particular
business purpose (or group of business purposes), based upon
the purpose of the POD in which that software target is
included.

Information identifying each computing device that auto-
mation server 100 is to administer as well as the POD classi-
fication of each identified computing device is provided to
automation server 100. The information can also include
information identifying the software targets installed on each
computing device. This information can be provided (e.g., via
a command line interface (CLI) or graphical user interface
(GUID)) to automation server 100 in an interactive fashion by
an administrator, and automation server can store (e.g., in a
file or database) such information for later use. Alternatively,
anadministrator can simply enter the information into afile or
database, and store that file or database in a storage device
accessible to automation server 100. The administrator can
also provide the identity of the file or database to automation
server 100, if needed.

In some embodiments, instead of (or in addition to) receiv-
ing input from an administrator specifying the identities of,
POD classification of, and/or software targets on each com-
puting device, automation server 100 can automatically
receive and/or request such information from the computing
devices. For example, an information gathering agent (not
shown) can be installed on each computing device to be
administered by automation server 100. When a computing
device is powered on and connected to network 155, the
information gathering agent installed on that computing
device can obtain information identifying the computing
device, its POD classification (if available), and the identities
of the software targets installed on that computing device.
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The information gathering agent can then send this informa-
tion to automation server 100. In some embodiments, the
information gathering agent sends the information as soon as
the information has been collected after startup of the com-
puting device; alternatively, the information gathering agent
can send the information at a prespecified time (e.g., mid-
night) or in response to a request from automation server 100.
The information gathering agent can also send updated infor-
mation to automation server 100 (e.g., in response to a request
from automation server 100, at a predetermined interval, and/
or in response to detecting an event that may have caused the
information to change from a prior value).

Automation server 100 includes functionality to allow
users to design automated administrative activities, as well as
functionality to cause those user-designed administrative
activities to be performed. These administrative activities
cause administrative actions to be applied to one or more of
the software targets.

As will be described in more detail below, the administra-
tive activities are composites of one or more atomic opera-
tions. When a user defines an administrative activity, the user
selects the desired atomic operations making up the activity,
the POD(s) in which the activity is to be performed, and then
arranges the selected atomic operations in the desired order.
During this process, automation server 100 can validate the
selections and arrangements. Automation server 100 can then
store information identifying the defined administrative
activity.

To automatically cause the defined administrative activity
to be performed, automation server 100 accesses the stored
information in order to identify the targeted POD, the atomic
operations, and the order in which to perform the atomic
operations. Automation server 100 then communicates with
one or more computing devices in the targeted PODs in order
to cause the identified atomic operations to be performed in
the identified order.

Each atomic operation performs a single business function,
and thus the user can define an activity based on desired
business functionality. Based upon the selected functionality
and the targeted POD(s), automation server 100 can also
identify the appropriate authorizations, if any, that need to be
obtained before performing that business function, as
described in more detail below.

FIG. 2 is a block diagram of a software system, illustrating
the components of an automation server and an automation
agent. As shown, computing device 110 (e.g., one of comput-
ing devices 110(1)-110(3) of FIG. 1) is coupled to computing
device 200 by network 155. Computing device 110 imple-
ments mediator 230 and an automation agent 220, which
includes one or more atomic service operation (ASO) objects
225. ASO objects 225 can be implemented as Enterprise Java
Beans™ (EJBs) or other appropriate software objects.

Computing device 200 implements automation server 100.
Automation server 100 includes user interface 205, business
control engine 210, and ASO components 215, which can be
implemented as EJBs or other appropriate software compo-
nents. Computing device 200 is coupled to storage device
250. Storage device 250 provides persistent storage (i.e., stor-
age that will persist even if storage device 250 is powered oft)
for various information, including operation and task descrip-
tions 260, activities and results information 265, system
description information 270, schedule information 275, and
business rule information 280.

In one embodiment, automation agent 220 is implemented
as an Oracle™ containers for Java™ (OCJ4) standalone con-
tainer for Java™ 2 Enterprise Edition (J2EE), available from
Oracle Corporation of Redwood Shores, Calif. Similarly,
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6
automation server 100 can be implemented from the Oracle™
Service Oriented Architecture (SOA) Suite and APEX™. The
SOA suite can include an Oracle Application Server, an
Oracle Business Process Execution Language (BPEL) Pro-
cess Manager, and/or an Oracle Business Process Manage-
ment (BPM) Worklist.

In one embodiment, all connections between automation
server 100 and automation agents such as automation agent
220 are performed under hypertext transfer protocol secure
(HTTPS) protocol and can use X.509 certificates. This allows
automation activities to be performed securely.

The system of FIG. 2 is designed to allow administration of
clients, such as computing device 110, based on a functional
perspective. This administration is performed by allowing
users to specify administrative activities, which automation
server 100 will later cause to be performed for one or more
clients. The administrative activities are specified as compos-
ites of (e.g., groupings of one or more) operations. Descrip-
tions of the available operations and/or tasks (predefined
composites of one or more operations, as will be described in
more detail below) can be stored as operation and task
descriptions 260. Each operation is an atomic business opera-
tion, and at least some operations can be implemented as
ASOs. Automation server 100 allows a user to specify an
administrative activity as a composite of one or more opera-
tions (described in operation and task descriptions 260) and/
or tasks and to specify the clients (e.g., in terms of POD and
software target type) on which that administrative activity
should be performed.

Automation server 100 can store information describing
the specified administrative activity in activities and results
information 265. This information can indicate the adminis-
trator(s) who specified the activity, the component tasks and/
or operations included in the activity, as well as the sequence
in which those component tasks and/or operations are to be
performed, timing information indicating when the activity
(or one or more of its component tasks and/or operations)
should be performed, POD information identifying the
POD(s) targeted by the activity (or one or more of its com-
ponent tasks and/or operations), software type information
identifying the type of software target on which a particular
component task and/or operation should be performed, soft-
ware target information, identifying the actual software tar-
gets on which a particular component task and/or operation is
to be performed, and the like.

As an activity is performed, automation server 100 also
stores results of performing the activity in activities and
results information 265. These results can include values
obtained as the result of performing a component operation,
status messages (e.g., indicating whether performance of a
component operation was successful), timing information
(e.g., indicating how long it took to perform an operation or
when an operation was performed), and the like. Storing
results allows the automation server to later display the results
of successfully performed activities to a user. Additionally,
storing the results allows the automation server to persist the
state of the activity throughout performance of the activity,
allowing restart of the activity after an execution pause or
after an execution failure. Accordingly, ifan activity is paused
or encounters a failure (e.g., due to a target device being
offline or otherwise available during execution), the automa-
tion server will maintain the state of the activity prior to being
paused or failed. The automation server can later (e.g., in
response to input from a user or in response to detecting that
a condition that caused the pause or failure is not longer
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occurring) restart the activity from the exact same state and
condition as were encountered just prior to the pause or fail-
ure.

System description information 270 describes the system
that is administered via automation server 100. For example,
system description information 270 can identify all of the
computing devices in the system, the POD in which each
computing device is included, and the software targets
present on each computing device.

In some embodiments, at least some of system description
information 270 can be automatically gathered from the cli-
ents in the system, as noted above. For example, each auto-
mation agent 220 can be configured as an information gath-
ering agent that sends information identifying its computing
device (i.e., the computing device on which that automation
agent is executing) and the software present on its computing
device. Later, an administrator can specify which POD
includes each computing device. Alternatively, all system
description information 270 can be entered manually and/or
collected automatically (as opposed to having a mix of
manual and automatic system description information gen-
eration, as in the prior example).

Schedule information 275 identifies the scheduling infor-
mation for the system administered by automation server 100.
Schedule information 275 can include information identify-
ing scheduled downtimes, information identifying times at
which certain computing devices and/or software targets are
not available for administrative activities, information iden-
tifying backup windows, and the like. In general, schedule
information 275 identifies times at which certain devices
and/or software can be administered and/or times at which
certain devices and/or software cannot be administered.
Automation server 100 can use this information to validate
administrative activities (e.g., by preventing administrative
activities from being scheduled during times at which targets
are not available) as well as to control the performance of
administrative activities in a manner that complies with the
schedule information.

Business rules 280 specify the particular business rules in
place for each POD and/or type of software in the system to be
administered. These business rules can be provided by an
administrator. When an administrative activity is being speci-
fied and performed, automation server 100 can verify that the
specified administrative activity complies with business rules
280. For example, when an administrative activity is speci-
fied, automation server 100 can verity that all business rules
280 are satisfied and insert additional operations into the
administrative activity (e.g., to get appropriate approvals
before taking certain actions), if needed to comply with busi-
ness rules 280.

When it is time to begin a particular administrative activity,
automation server 100 can access the information describing
the administrative activity in activities and results informa-
tion 265, as well as schedule information 275 and business
rules 280. Automation server 100 can control the perfor-
mance ofthe administrative activity in a manner that complies
with the schedules and business rules. Performance of the
administrative activity can involve sending messages (e.g.,
via a networking protocol, or via a service such as instant
messaging or email) to various entities, including computing
devices and users. For example, if an operation requests
administrator approval for a shutdown, performance of the
operation can involve sending an email message to the appro-
priate administrator, specifying the desired time and duration
of the shutdown, and then waiting for a responsive email
approving the shutdown request.
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As noted above, some operations are implemented as
ASOs. ASOs are service-oriented objects that can be
executed automatically by any computing device within the
system. To perform the component operations within the
activity that are implemented as ASOs, automation server 100
sends messages identifying those ASOs to the automation
agents on the affected clients (e.g., such as computing device
110), in the order that those ASOs are to be performed (as
defined in the specified activity). In at least some embodi-
ments, each message can specify asingle ASO. When an ASO
has been performed, the automation agent can send a respon-
sive message back to the automation server. After automation
server 100 detects that an ASO has been performed (e.g., in
response to receiving a responsive message from the comput-
ing device performing the ASO), the automation server 100
can then initiate performance of the next operation in the
administrative activity.

Inone embodiment, the messages exchanged between each
automation agent 220 and automation server 100 are eXten-
sible Markup Language (XML) messages formatted accord-
ing to a definition (e.g., as provided in a Web Service Devel-
opment Language (WSDL) file or other suitable interface
definition). The messages can both specify the ASO to per-
form and one or more inputs and/or outputs to and/or from the
specified ASO.

ASO components 215 and ASO objects 225 are the respec-
tive server and client software used to implement ASOs. Each
ASO is configured to implement an atomic business function.
To perform an ASO (e.g., in response to receiving a message
specifying the ASO from automation server 100), automation
agent 220 invokes the corresponding ASO object, which then
interacts with the corresponding ASO component on automa-
tion server 100 to perform the business function.

In many embodiments, ASOs are designed to achieve their
functionality goal in a reliable manner on all operating system
platforms and conditions. Thus, before the corresponding
ASO object and ASO component are deployed for use in
normal administration activities, the ASO software can be
thoroughly tested for each operating system platform and/or
operating condition in which the ASO software is expected to
operate. ASOs can also be designed to generate result diag-
nostics and execution log information, which indicates
whether the ASOs executed successfully. Because the ASOs
are so thoroughly tested, tasks and activities constructed from
those ASOs need only functionality testing, not system test-
ing. Accordingly, a user can safely configure an activity or
task using ASOs, without the need to worry about whether the
underlying ASOs will execute properly. The user can instead
focus on making sure that the ASOs are arranged in the
appropriate way to achieve the desired functionality.

Examples of operations that can be implemented as ASOs
include operations such as copy file (an operation that creates
a new copy of a file), delete file (an operation that deletes an
existing copy of a file), terminate process (an operation cause
a running process to cease execution), execute program (an
operation that causes a program or other software component
to begin execution), download file (an operation that obtains
a copy of a file from a remote location via a network), com-
pare file (an operation that compares one or more character-
istics, such as file size, file content, file owner, file modifica-
tion date, file creation date, and the like, of two or more
different files), replace string in file (an operation that
searches for a particular string within the contents of a file and
replaces that string with another string), verify system port
(an operation that determines whether a system port exists
and/or is configured properly), compress file (an operation
that uses a compression algorithm to compress a file, which
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can be performed by invoking a compression program, com-
pression functionality provided by an operating system, or the
like), and decompress file (an operation that decompresses a
compressed file, which can be performed by invoking a com-
pression program or other compression functionality). Simi-
lar operations can also be defined instead of and/or in addition
to the examples provided above.

Each ASO is also independent of other operations, such
that ASOs can be performed in parallel. In other words, while
an ASO may receive an input value generated by another
operation or need to wait to begin execution until another
ASO has completed, performance of that ASO will not inter-
fere with or be dependent upon any co-executing ASO,
regardless of whether the co-executing ASO is executing on
the same computing device or in a different POD.

FIG. 3 illustrates how information identifying an atomic
service operation can be associated with information identi-
fying the business effects that occur when that atomic service
operation is performed. This information can be stored as part
of'the operations and task description information 260 of FIG.
2. This information can be created by an administrator and, if
desired, validated by one or more other users before being
provided to the automation server.

As shown, the information includes an identifier 300 and
associated effects information 305. Identifier 300 uniquely
(e.g., among other ASOs) identifies an ASO. Effects informa-
tion 305 identifies the business effects, if any, associated with
that ASO. Zero or more effects can be identified for a given
ASO. Business effects include effects such as shutdown (e.g.,
the software target must be stopped in order for the ASO to be
performed), impact to other systems (e.g., one or more other
software targets and/or computing devices must be stopped in
order for the ASO to be performed), performance degradation
(e.g., performance of the ASO will cause a significant reduc-
tion in performance of the software target, while the ASO is
being performed), storage usage (e.g., performance of the
ASO will require a certain amount of available storage),
system authorization (e.g., the ASO cannot be performed
without appropriate system authorization being obtained),
system restart (e.g., performance of the ASO requires the
software target and/or the computing device implementing
the software target to be restarted), and data sensitivity access
(e.g., performance of the ASO will require access to sensitive
or critical data).

Effects can be identified by type, such as one of the types
noted above. For example, a number or code can be associated
with each type of business effect. When the information iden-
tifying an ASO is being created, an administrator can select
the appropriate business effects of that ASO, causing the
corresponding number or code of each selected business
effect to be associated with the ASO identifier.

For at least some business effects, additional information
related to the business effect can be identified. For example, if
an ASO has a storage usage business effect, additional infor-
mation indicating the amount of storage needed to perform
the ASO can be included along with the information identi-
fying that business effect. Similarly, if performance of an
ASO has a business effect impacting other systems, the addi-
tional information can identify the other systems that will be
affected (e.g., identifying that a database used by the target
software system will need to be shutdown when the ASO is
performed). Thus, this additional information can identify
quantities (e.g., of storage), targets (e.g., software targets or
other computing devices), users (e.g., identifying users
whose authorization is needed), data (e.g., identifying sensi-
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tive and/or critical data, such as by file name or extension),
time (e.g., the amount of time needed to perform an opera-
tion), and the like.

By maintaining information identifying the business
effects of each ASO, the automation server can identity the
business effects of a particular task or activity by simply
collecting all of the business effects associated with any ofthe
ASOs included within the task or activity. For example, if an
activity includes four ASOs, each of which has a different
business effect, the automation server can determine that the
activity has the four different business effects, based upon the
association of each of'those business effects with a respective
one of the activity’s four ASOs. The automation server can
then ensure that, given the business effects of the task or
activity, any applicable scheduling and/or approval require-
ments are met.

For example, if a task or activity requires that a server be
shutdown (as determined by identifying each of the business
effects associated with the component ASOs within the task
or activity), the automation server can access information
defining the business rules (e.g., as identified in business rules
information 280 of FIG. 2) for the POD(s) in which the task or
activity is to be performed. If the business rules indicate that
approval is needed before shutdown, the automation server
can insert an operation into the task or activity that, when
performed, will obtain the necessary approval prior to execut-
ing the ASO(s) that have a shutdown business effect. Simi-
larly, the automation server can access information defining
the schedules for the POD(s) in which the task or activity is to
be performed. If the schedules do not allow shutdowns at
certain times, the automation server can ensure that the
ASO(s) that have a shutdown business effect are not executed
during prohibited times. Thus, associating ASOs with busi-
ness effects ultimately allows the automation server to ensure
that activities and tasks are executed in a manner that com-
plies with defined business processes.

FIG. 4 illustrates the basic structure of the messages
exchanged between an automation server (e.g., automation
server 100 of FIGS. 1 and 2) and an automation agent (e.g.,
automation client 200 of FIG. 2). As noted above, these mes-
sages can be XML messages. Each message includes an input
structure 405, an ASO identifier 300, and an output structure
410.

ASO identifier 300 is a value that uniquely identifies an
ASO. This value can be the same value used by to identify the
ASO for other purposes (e.g., such as to correlate an ASO
with a business effect, as shown in FIG. 3). ASO identifier 300
can include letters, numbers, and/or other characters.

The message can be sent from automation server to an
automation agent in order to request that the automation agent
cause the ASO identified by ASO identifier 300 to be
executed. Similarly, after execution of the ASO identified by
ASO identifier 300, the message can be sent from the auto-
mation agent to the automation server to indicate that the ASO
was executed and to communicate the results, if any, of
executing the ASO.

Input structure 405 is a data structure that stores all of the
inputs to the ASO identified by ASO identifier 300. These
inputs can include values to be processed by the ASO, status
flags (e.g., generated when prior ASOs in the activity or task
were performed), and the like. When the message is sent from
the automation server to an automation agent, input structure
405 contains information indicating the value of each input to
the identified ASO. Additionally, input structure 405 can
include information identifying the name and/or type of each
input value. Input structure 405 can also include one or more
sequence numbers, as explained in more detail below. When
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amessage is sent from the automation agent to the automation
server after performance of the identified ASO, input struc-
ture 405 may be empty or contain indeterminate values.

In some embodiments, the same data structure is used to
define all inputs to all ASOs. In other words, all messages,
regardless of which ASO is identified in each message, will
include the same input structure. In such embodiments, for a
given message, fewer than all of the possible inputs may have
values. Thus, if there are 200 possible unique inputs to all of
the ASOs in use, input structure 405 can include structures to
store all 200 inputs. However, if the identified ASO only uses
three of those 200 inputs, only three of the 200 structures will
be populated with values when the message is sent from the
automation server to the automation agent.

Like input structure 405, output structure 410 is a data
structure that stores all of the outputs from the ASO identified
by ASO identifier 300. These outputs can include values
generated by executing the ASO, status messages generated
during execution of the ASO, information identifying errors
or conditions encountered when executing the ASO, and the
like. When the message is sent from an automation agent to
the automation server, the appropriate structure(s) within out-
put structure 410 are populated with values. When the mes-
sage is sent from an automation server to an automation agent
(and thus there are not yet any outputs, since the automation
agent has not yet caused the identified ASO to be executed),
output structure 410 may be empty or contain indeterminate
values.

In some embodiments, the same data structure is used to
define all outputs from all ASOs. In other words, all mes-
sages, regardless of which ASO is identified in each message,
will include the same output structure. In such embodiments,
for a given message, fewer than all of the possible outputs
may have values. Thus, if there are 180 possible unique out-
puts from all of the ASOs in use, output structure 410 can
include structures to store all 180 outputs. However, if the
identified ASO only uses three of those 180 outputs, only
three of the 180 structures will be populated with values when
the message is sent from the automation agent to the automa-
tion server.

Insome embodiments, the data structures used for the input
and output structures are the same. Thus, the output structure
received by the automation server from one automation agent
can be used as the input structure that is provided to another
automation agent by the automation server.

FIG. 51s ablock diagram illustrating how operations can be
assembled into tasks and activities. Each operation is a spe-
cific atomic unit of functionality such as copying a file, run-
ning a SQL statement, or the like, as described above. Some
operations are implemented as ASOs. Each operation can be
configured to depend upon (e.g., can receive an input value
from, or cannot be executed until completion of) another
operation. Performance of an activity is stateful, thus allow-
ing interdependencies across tasks running on multiple target
systems.

The operations are grouped into tasks or activities via a
business process perspective. The grouping of operations into
tasks and/or activities is, in one embodiment, implemented
through BPEL.

As used herein, a task is a collection of operations,
arranged in a particular order. The operations within a task
can depend upon other operations within a task, as well as
upon operations in other tasks.

An activity is a set of tasks, which can be interrelated (such
that some tasks can receive inputs generated by performing
other tasks) and/or ordered relative to each other. The activity
can be associated with a set of targets (e.g., by associating the
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activity with one or more PODs), and each task within the
activity can be associated with one or more of those targets
(e.g., by associating each task with one or more software
targets or types of software targets within the POD associated
with the activity).

Activities can include multiple different threads of execu-
tion. For example, a user can design an activity in which the
user specifies that two or more ASOs are to be performed in
parallel. Each parallel ASO can be performed using a differ-
ent thread of execution.

Additionally, an activity or task can be specified as having
a scope that encompasses more than one target. In such a
situation, the automation server can cause multiple instances
of'the activity or task to be performed in parallel, such that one
instance of the activity or task is performed on each target.

In one embodiment, for a given instance of a task, all
operations within that task should be executed on the same
target. In contrast, operations within different tasks can be
executed on different targets. Thus, in such an embodiment,
all of the operations in Task4 should be performed on the
same target. In contrast, Task3 can be performed on a differ-
ent target than Task4.

As briefly noted above, the targets of each operation can
either be specified directly by the user or dynamically iden-
tified by the automation server. In the latter situation, the user
can simply specify a POD and a type of software target. The
automation server has access to information inventorying the
PODs, including which computing devices are in each POD
and the type(s) of software targets on each computing device.
Based upon this information, the automation server can
dynamically identify all software targets of the specified type
within the specified POD. For example, if a software target is
of'a type “web server,” the automation server can identify all
of'the specific web servers within the specified POD, and then
cause the operation to be performed on each of the identified
web servers.

Activities are flow-control driven. Thus, before initiating
one ASO, the automation server determines whether all
operations scheduled to be performed prior to that ASO in the
activity have completed and whether all inputs that are needed
by that ASO have been generated.

As shown, activity 500 includes four tasks, Task1, Task2,
Task3, and Task4. Task 1 affects software target Target A and
includes two operations, Operation 1 and Operation 2. Task2
affects software target Target B and includes three operations,
Operation 1, Operation 5, and Operation 4. Task3 affects
software target Target C and includes one operation, Opera-
tion 3. Task 4 affects software target Target A and includes
four operations, Operation 1, Operation 2, Operation 6, and
Operation 4.

In the illustrated activity, some tasks can be performed in
parallel, while other tasks must be performed serially. As
shown, tasks Task1, Task3, and Task4 can be performed in
parallel. Accordingly, when activity 500 is performed, the
automation server can begin performing these tasks at sub-
stantially the same time (assuming doing so would comply
with any pertinent business rules or schedules).

In contrast, Task2 must be performed after completion of
Taskl. Thus, the automation server cannot cause Task2 to
begin until all of the operations in Taskl have been per-
formed.

Each task includes a set of operations that are performed in
a particular order. Thus, to perform Taskl, the automation
server causes Operation 1 to be performed. Once Operation 1
has been performed, the automation server causes Operation
2 to be performed. As indicated by the arrow leading from
Operation 3 of Task3 to Operation 2 of Task 1, Operation 2 of
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Task1 consumes one or more values generated by Operation
3 of Task 2. Thus, before Operation 2 of Taskl can be per-
formed, Operation 3 of Task2 needs to have been performed.

Once Task1 has been performed, Task2 can be initiated. To
perform Task2, the automation server causes Operation 1 to
be performed. Once Operation 1 has been performed, the
automation server causes Operation 5 to be performed. After
Operation 5 has been performed, the automation server
causes Operation 4 to be performed. As indicated by the arrow
leading from Operation 5 to Operation 4, Operation 4 con-
sumes one or more values generated by Operation 5.

To perform Task3, which contains only a single operation,
the automation server causes Operation 3 to be performed. As
noted above, at least part of the output of Operation 3 is
provided as an input to Operation 2 of Task].

To perform Task4, the automation server causes Operation
1 to be performed. After Operation 1 has been performed,
Operation 2 is performed. Upon completion of Operation 2,
Operation 6 can be performed. Once Operation 6 has finished,
Operation 4, which processes one or more of the outputs
generated by Operation 6, can be performed.

It is noted that in order to comply with certain business
rules or schedules, certain operations may not be performed
immediately after completion of a prior operation. For
example, if Operation 4 has a particular business effect and
the schedule for the POD in which Task? is being performed
indicates that operations having that business effect can only
be performed at certain times, the automation server will not
cause Operation 4 to be performed until Operation 5 has been
performed and until an allowable time to perform Operation
4, as determined from the schedule for the POD.

Using a design like that shown in FIG. 5 allows users to
assemble high level automation logic and execution flow
through the arrangement of the component operations. In
some embodiments, activities can be specified by interacting
with a graphical user interface (GUI) (e.g., provided by the
automation server) that provides a display much like the view
shown in FIG. 5. A user can select different tasks and opera-
tions from a set of predefined tasks and/or operations (e.g.,
including ASOs and/or other operations), arrange the tasks
and operations (e.g., by dragging icons representing the tasks
and/or operations across the screen), establish dependencies
between the tasks and operations (e.g., by placing connectors
between tasks and/or operations), configure targets for the
tasks and/or operations (e.g., by entering information identi-
fying one or more PODs, software target types, software
targets, and the like), and the like. For example, the user can
select an operation from a menu of predefined operations,
insert the operation into an existing task, and optionally
define relationships between the outputs of another operation
and the inputs of the new operation (e.g., indicating that a date
generated by another operation should be used as an input to
the new operation).

As noted above, activities are designed based on function-
ality. A designer simply selects ASOs or other operations that
implement desired functions, without needing to understand
the underlying implementation of those ASOs. In at least
some embodiments, during the design process, the automa-
tion server’s user interface can control the selection options,
such that, at a given point in an activity, the user can only
select appropriate ASOs. For example, the user interface can
limit the selectable ASOs to those that can be performed at
that point in the activity without violating business rules and
that do not depend upon a previous ASO (not already speci-
fied in the activity) having already been performed. Similarly,
the user interface can control dependencies such that a user
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cannot specify an output value of one type (e.g., string) as an
input value of another type (e.g., integer).

In one embodiment, all of the ASOs are reusable and
interoperable among each other. In other words, the ASOs can
be arranged in any order by a user without causing an error.
This feature can be enabled by using a common input and
output structure, as described above with respect to FIG. 4.

FIG. 6A shows how sequence numbers can be included in
input and output structures included in messages exchanged
between automation servers and automation agents. As
shown, a given structure can include a sequence number 605
and a key name 610. The key name 610 can be associated with
one or more properties and a value of each property value.
Here, key name 610 is associated with four properties, prop-
erty 615(1), property 615(2), property 615(3), and property
615(4). Key name 610 is also associated with value 620(1) of
property 615(1), value 620(2) of property 615(2), value 620
(3) of property 615(3), and value 620(4) of property 615(4).

FIG. 6B illustrates how specific values can be included in
the structure shown in FIG. 6 A. As shown, sequence number
“01” has been inserted into the sequence number structure
605. The key name now has a specific value, “/app/
myfilel.txt”, which is inserted into the key name structure
610(1). Properties 615(1)-615(4) identify specific properties
of the file identified by the key name property 615(1) is an
owner property, property 615(2) is a group property, property
615(3) is a size property, and property 615(4) is a property
whose value indicates when the file was last modified.

Here, each property has also been assigned a value. The
value of owner 615(1) is root 620(1)(1) (the first number in
parentheses indicates the corresponding key, 610(1), while
the second number in parentheses indicates the correspond-
ing property, owner 615(1)). The value of group 615(2) is root
620(1)(2). The value of size 615(3) is 1032 620(1)(3). The
value of the last modified property 615(4) is 10/02/2008
602(1)(4).

FIG. 7 illustrates how automation server can use sequence
numbers to keep track of values generated by performing
same atomic service operation in different tasks. This can be
used when multiple targets are specified for a given task, such
that the automation server causes several instances of that
task to execute at that same time, each on a different target.

Here, there are three key names, each of which is associ-
ated with a different set of the same data. Each set of data
includes the same four properties: owner 615(1), group 615
(2), size 615(3), and last modified 615(4).

For ease of illustration, each property name is used to label
a column in FIG. 7, and the different values of a given prop-
erty included in each set of data are included below the
property name in that column. Accordingly, all values of the
owner property 615(1) are shown in the first column. The
value root 620(1)(1) is thus a value of owner property 615(1)
for key name “/app/myfilel.txt” 610(1). Similarly, the value
root 620(2)(1) is the value of owner property 615(1) for key
name “/app/myfile2.txt” 610(2). The value root 620(3)(1) is
the value of owner property 615(1) for key name “/app/
myfile2.txt” 610(3).

There are three values of group property 615(2): root 620
(1)(2) (associated with key name “/app/myfilel.txt” 610(1)),
root 620(2)(2) (associated with key name “/app/myfile2.txt”
610(2)), and root 620(3)(2) (associated with key name “/app/
myfile2.txt” 610(3)). Similarly, there are three values of size
property 615(3): 1032 620(1)(3) (associated with key name
“/app/myfilel.txt” 610(1)), 1211 620(2)(3) (associated with
key name “/app/myfile2.txt” 610(2)), and 896 620(3)(3) (as-
sociated with key name “/app/myfile2.txt” 610(3)). There are
also three values of last modified property 615(4): 10/02/2008
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620(1)(4) (associated with key name “/app/myfilel.txt” 610
(1)), 1/23/2009 620(2)(4) (associated with key name “/app/
myfile2.txt” 610(2)), and 3/01/2009 620(3)(4) (associated
with key name “/app/myfile2.txt” 610(3)).

A different key name is used to label each row in FIG. 7,
and the values associated with that key name are included in
the same row as the key name. Each row thus makes up a set
of data.

Key names 610(2) and 610(3) have the same value (“/app/
myfile2.txt”) but identify different data sets. Accordingly,
different sequence numbers can be used to distinguish the two
data sets. For example, sequence number “02” can be asso-
ciated with key name 610(2) and its associated values 620(2)
(1), 620(2)(2), 620(2)(3), and 620(2)(4). Similarly, sequence
number “03” can be associated with key name 610(3) and its
associated values 620(3)(1), 620(3)(2), 620(3)(3), and 620(3)
.

Thus, the different sets of data can be distinguished by the
use of different sequence numbers and/or key names. Thus,
each property and value in the set of data associated with key
name 610(1) can be associated with a first sequence number
(which is also associated with key name 610(1)), the set of
data associated with key name 610(2) can be associated with
a second sequence number (again, also associated with key
name 610(2)), and the set of data associated with key name
610(3) can be associated with a third sequence number (also
associated with key name 610(3)).

Associating the sequence numbers with the data contained
in the input and output structures allows the automation
server to distinguish between the same set of outputs gener-
ated by executing the same operation on different targets, and
to pass the correct set of outputs as inputs to a subsequent
operation. For example, if a given task is performed on each
of several targets, all of the operations within the task will be
performed on all of the targets. The automation server can
associate a different sequence number with each instance of
the task, such that the sequence numbers can be used to
differentiate between outputs generated by performing the
task on the different targets.

Similarly, the automation server can associate the same
sequence number with fields in both input and output struc-
tures in order to link values that are generated by one ASO and
consumed by another. For example, ifthe set of data identified
by key name 610(3) is generated by a first ASO and then
consumed by a second ASO, the automation server can asso-
ciate sequence number “03” (the sequence number associated
with the set of data identified by key name 610(3)) with both
the fields in an output structure provided with the request to
execute the first ASO and also the fields in an input structure
provided with the request to execute the second ASO.

Accordingly, the sequence numbers can be used to link
outputs from one ASO to inputs of another in order to effect
dependencies between ASOs. Thus, when generating an input
structure for use in invoking an ASO, the automation server
can determine whether to use an existing sequence number
(and if so, which existing sequence number to use) or to use a
new sequence number, depending upon whether the ASO to
be invoked depends on values generated by another ASO. If
no dependencies exist, the automation server can use all new
sequence numbers for the input structure. If dependencies do
exist, however, the automation sever can use the appropriate
sequence number(s) associated with the output structure(s) of
the ASOs upon which the new ASO depends.

FIG. 8 is a flowchart illustrating how a task can be created
from one or more atomic service operations. This method can
be performed by an automation server such as automation
server 100 of FIGS. 1 and 2.
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The method begins at 810. Once a user requests to define a
new task (e.g., by selecting an option to create a new task from
a GUI), the user can be prompted (not shown) for information
identifying a type (or set of types) of software target to which
the task will apply. Responsive information is received from
the user, as indicated at 815. This information can indicate,
for example, that all Outlook™ servers are targets of the new
task. Similarly, the information can indicate that all file serv-
ers are targets of the new task.

At 820, the user is provided with information (e.g., by
displaying a menu or list to the user) identifying the available
operations for the identified type(s) of target. The user can
select one of these operations (e.g., by clicking on the selected
operation with a mouse). Information indicating the selected
operation is received from the user, as indicated at 830.

The user can then provide properties for the selected
atomic operation. Providing properties can involve actions
like indicating the order in which the selected atomic opera-
tion should be performed, relative to one or more other atomic
operations; establishing dependencies between the selected
atomic operation and other operations; inputting static input
values to be consumed by the selected atomic operation;
specifying outputs generated by other operations as inputs to
the selected atomic operation; and the like. In response to
receiving these properties (at 830), the properties can be
validated (e.g., to make sure the properties do not violate a
business rule, schedule, or the like), as shown at 835. If
validation fails, an error message can be provided to the user
and the user can be prompted for valid properties.

If the user is not yet finished defining the task (as detected
at 840), control returns to 815, where the user can continue to
edit the task and to add operations to the task. If the user has
finished defining the task (e.g., as determined by detecting the
user’s selection of a finished or complete icon or the like), a
determination is made as to whether any additional opera-
tions are needed to comply with business rules for the POD
containing the targets to which the task will apply, as indi-
cated at 845.

Performing operation 845 can involve accessing informa-
tion identifying the business effects (e.g., as shown in FIG. 3)
of'each operation selected at 825 for inclusion in the task, and
then accessing information identifying one or more business
rules and/or one or more schedules. If additional operations
are needed to comply with the business rules, one or more
additional operations (e.g., such as emailing or otherwise
contacting an administrator to get approval) can be inserted
into the workflow, as shown at 850. For example, if one of the
operations causes a shutdown, and the business rules indicate
that shutdowns are not allowed without administrator
approval, an operation that emails the administrator to obtain
the needed approval can be inserted into the workflow.

FIG. 9 is a flowchart illustrating how an activity can be
created from one or more tasks. Like the method of FIG. 8,
this method can be performed by an automation server like
the one shown in FIGS. 1 and 2.

The method begins when a determination is made as to
whether a user is requesting to define a new activity, as shown
at910. A user can request to define a new activity by perform-
ing an action like selecting an icon corresponding to the
creation of new activities.

Once the user has selected to create a new activity, infor-
mation identifying the type of software targets (e.g., specified
in the same manner as operation 815 of FIG. 8) to which the
activity will apply can be received, as shown at 915. In
response to this information, a list of compatible tasks (i.e.,
tasks that can be performed on the specified type of software
targets, as determined by the software target type, indicated at
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815 of FIG. 8, provided for each task) is displayed or other-
wise provided to the user, as shown at 920. These tasks can be
tasks that were previously created by the user (e.g., using the
method of FIG. 8) or predefined tasks. In some embodiments,
the user may also be presented with the option of creating a
new task instead of selecting an existing task.

At 925, information selecting one or more tasks for each
target type is received from the user. Thus, for each software
target type specified by the user at 915, at least one task should
be selected at 925. If atleast one task has not been selected for
each target type, the process waits for the user to complete
selection of the tasks, as indicated at 930 and 925.

At 935, information indicating the execution order of the
selected tasks is received, as shown at 935. This information
can be received from the user when the user manipulates the
placement of icons or other graphics representing the tasks in
a GUI relative to each other.

Information indicating one or more software targets for
each identified target type is received at 940. This information
can be received directly from the user (e.g., in the form of
information that statically specifies the software targets to
which this activity should apply) or generated dynamically.
To cause the information to be generated dynamically, the
user can specify one or more PODs at 940. Based upon this
information, an automation server can access a list of soft-
ware targets within the specified PODs (as noted above, such
information can be collected dynamically or manually
entered by an administrator). The automation server can then
identify all the software targets of the specified type within
the specified POD(s). Thus, if the user indicates that a par-
ticular task within the activity should be performed on all
email servers, and if the user specifies a particular POD, the
automation server can identify all of the email servers cur-
rently within the specified POD as targets of the task.

Based upon the identified targets, the execution order of the
selected tasks can be modified to comply with any restrictions
on scheduling or the like for those targets. For example, if two
tasks do not depend on each other and a first task needs to wait
on an administrator’s approval while the second does not, the
automation server may move execution of the second task
forward in time while moving the execution of the first task
later in time.

FIG.10is a flowchart illustrating how an automation server
can cause an atomic service operation to be performed by a
target computing device. This method can be performed by an
automation server like the one shown in FIGS. 1 and 2.

The method of FIG. 10 begins at 1000, when information
identifying a target computing device is accessed. In some
embodiments, this information has already been generated
(e.g., at the time that an activity containing the operation was
defined) prior to the time at which operation 1000 is per-
formed. In other embodiments, this information is generated
dynamically. For example, operation 1000 can be performed
by identifying the type of target(s) to which the task including
the operation applies and then identifying the PODs to which
the activity including the operation applies. The actual targets
of the identified type within the identified PODs can then be
identified. The computing devices that implement those tar-
gets are then identified.

At 1005, an input structure (e.g., as shown in FIG. 3) is
generated. This input structure associates user-specified val-
ues or sequence numbers associated with prior (in terms of
execution order) operations with the inputs to the operation, if
any, as described above. If the sequence number needs to be
updated (e.g., before the output structure for this operation
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and/or subsequent input structures for other operations are
generated), the sequence number can be updated, as shown at
1010.

As noted above, the sequence number can be updated if the
ASO uses input values that do not depend on any output
values generated by prior (in execution order) ASOs. If
instead the ASO consumes values generated by a prior ASO,
the sequence number associated with the previously gener-
ated output values (this association can be present in an output
structure sent to the prior ASO) is used as the sequence
number for the appropriate input to the new ASO. It is noted
that an input structure can include several different sequence
numbers, each associated with one or more different input
fields included in the input structure. Similarly, each output
structure can also include one or more different sequence
numbers.

An output structure is also generated, as shown at 1015.
The output structure associates the sequence number with one
or more outputs of the operation. By associating the sequence
number with the inputs and outputs (e.g., in a manner similar
to that described above with respect to FIGS. 6 A, 6B, and 7),
correlations between outputs of operations that are input to
other operations can be defined. For example, if operation 1
generates an output that is used as an input by operation 2, the
same sequence number can be assigned to the output value of
operation 1 and the input value of operation 2.

At1020, a message identitying the ASO and containing the
input and output structures generated at 1005 and 1015 is sent
to the identified target computing device. This causes the
receiving computing device to execute the ASO identified in
the message, using the inputs, if any, included in the input
structure of the message.

At 1025, a message containing the output structure is
received from computing device. This output structure
includes the sequence numbers discussed above, as well as
one or more values generated by the identified operation.
These values can be stored (e.g., in a database) and/or used as
input to one or more subsequent operations.

FIG. 11 is a flowchart illustrating how a target computing
device can perform an atomic service operation. This method
can be performed by an automation agent like the one shown
in FIG. 2.

The method of FIG. 11 begins when a message, which
includes input and output structures and an ASO identifier, is
received from an automation server, as shown at 1110. In
response to receiving the message, the ASO identifier and one
or more input values in the input structure (if any such values
are included) are extracted from the message (1120). The
identified ASO is then executed, using the extracted input
values, if any, as shown at 1130. The results of executing the
identified ASO, including any diagnostic or error information
as well as any output values generated when executing the
identified ASO, are inserted into the output structure of the
message, as shown at 1140. The modified message containing
the populated output structure is then returned to the automa-
tion server, as indicated at 1150.

It is noted that the operations described in FIGS. 8-11 are
provided as examples, and that other operations can be
included instead of and/or in addition to the operations
described above. Similarly, some operations may be per-
formed in a different order than shown and described above.
Additionally, some operations may be omitted from some
embodiments.

FIG. 12 is a block diagram of computing device 200 that
implements an automation server, illustrating how an auto-
mation server 100 (e.g., automation server 100 of FIGS. 1 and
2) can be implemented in software. By executing the software
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that implements automation server 100, computing device
200 becomes a special purpose computing device that is
configured to perform automated administration of software
targets, using composites of atomic operations.

Computing device 200 can be a personal computer, net-
work appliance, server, personal digital assistant, mobile
phone, storage controller (e.g., an array controller, tape drive
controller, or hard drive controller), laptop computer, or the
like. In general, computing device 200 is configured to
execute software or otherwise provide appropriate function-
ality to act as a component of the system described herein.

As illustrated, computing device 200 includes one or more
processors 1202 (e.g., microprocessors, programmable logic
devices (PLDs), or application specific integrated circuits
(ASICs)) configured to execute program instructions stored
in memory 1204. Memory 1204 can include various types of
computer readable storage media such as RAM, Read Only
Memory (ROM), Flash memory, micro electro-mechanical
systems (MEMS) memory, magnetic core memory, and the
like. Memory 1204 can include both volatile and non-volatile
memory. In this example, program instructions and data
executable by processors 1202 to implement all or part of
automation server 100 are stored in memory 1204.

Computing device 200 also includes one or more interfaces
1206 and one or more user interface(s) 1210. Processor 1202,
interface 1206, user interface(s) 1210, and memory 1204 are
coupled to send and receive data and control signals by a bus
or other interconnect 1208.

Interface 1206 can include a network interface to various
networks (e.g., such as network 155 of FIGS. 1 and 2) and/or
interfaces to various peripheral buses. For example, interface
1206 can include a network interface (e.g., implemented as a
network interface card) via which messages generated by
automation server 100 can be sent to other devices (e.g., such
as a computing device 110 of FIG. 13) in order to cause an
ASO to be executed for a software target implemented on the
other computing device. Messages sent by an automation
agent to the automation server can also be received via such a
network interface. Interface 1206 can also include an inter-
face to one or more storage devices (e.g., such as storage
device 250 of FIG. 2 on which the information such as atomic
server operations 260, activities and results 265, system
description 270, schedules 275, and/or business rules 280 is
stored).

User interfaces 1210 can include one or more of'a variety of
different human user input and/or output devices, and/or one
or more interfaces to such input and/or output devices. Such
input and/or output devices can include monitors or other
displays, keyboards, keypads, mice, electronic tablets, touch
screens, audio speakers, and the like. Input (e.g., requesting to
define a task or activity, or to edit a previously-defined task or
activity) to and output from (e.g., indicating the execution
process of a task or activity, and/or results generated during
performance of a task or activity) automation server 100 can
be received and/or sent via such an input and/or output device.

The program instructions and data implementing automa-
tion server 100 can be stored on various computer readable
storage media such as memory 1204. In some embodiments,
such software is stored on a computer readable storage
medium such as a compact disc (CD), digital versatile disc
(DVD), hard disk, optical disk, tape device, floppy disk, and
the like). In order to be executed by processor 1202, the
instructions and data can be loaded into memory 1204 from
the other computer readable storage medium. The instruc-
tions and/or data can also be transferred to computing device
200 for storage in memory 1204 via a network such as the
Internet or upon a carrier medium.
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FIG. 13 is a block diagram of a target computing device,
illustrating how an automation agent 220 (e.g., automation
agent 220 of FIG. 2) can be implemented in software. By
executing the software that implements automation agent
220, computing device 110 becomes a special purpose com-
puting device that is configured to exchange messages with an
automation server and to execute ASOs in response to mes-
sages received from the automation server.

Computing device 110 can be a personal computer, net-
work appliance, server, personal digital assistant, mobile
phone, storage controller (e.g., an array controller, tape drive
controller, or hard drive controller), laptop computer, or the
like. In general, computing device 120 is configured to
execute software or otherwise provide appropriate function-
ality to act as a component of the system described herein.

Like computing device 200, computing device 110
includes one or more processors 1202 (e.g., microprocessors,
programmable logic devices (PLDs), or application specific
integrated circuits (ASICs)) configured to execute program
instructions stored in memory 1204. Memory 1204 can
include various types of computer readable storage media
such as RAM, Read Only Memory (ROM), Flash memory,
micro electro-mechanical systems (MEMS) memory, mag-
netic core memory, and the like. Memory 1204 can include
both volatile and non-volatile memory. Software implement-
ing automation agent 220 and a software target 120 is stored
in memory 1204 of computing device 110.

Computing device 110 also includes one or more interfaces
1206. Processor 1202, interface 1206, and memory 1204 are
coupled to send and receive data and control signals by a bus
or other interconnect.

Interface 1206 can include a network interface to various
networks (e.g., such as network 155 of FIGS. 1 and 2) and/or
interfaces to various peripheral buses. For example, interface
1206 can include a network interface (e.g., implemented as a
network interface card) via which messages generated or
modified by automation agent 220 can be sent to an automa-
tion server and messages generated by an automation server
can be received by computing device 110. Interface 1206 can
also include an interface to one or more storage devices (e.g.,
on which the messages and/or temporary results of executing
an ASO are stored).

User interfaces 1210 can include one or more of a variety of
different human user input and/or output devices, and/or one
or more interfaces to such input and/or output devices. Such
input and/or output devices can include monitors or other
displays, keyboards, keypads, mice, electronic tablets, touch
screens, audio speakers, and the like.

The program instructions and data implementing automa-
tion agent 220 and software target 120 can be stored on
various computer readable storage media such as memory
1204. In some embodiments, such software is stored on a
computer readable storage medium such as a compact disc
(CD), digital versatile disc (DVD), hard disk, optical disk,
tape device, floppy disk, and the like). In order to be executed
by processor 1202, the instructions and data can be loaded
into memory 1204 from the other computer readable storage
medium. The instructions and/or data can also be transferred
to computing device 110 for storage in memory 1204 via a
network such as the Internet or upon a carrier medium.

Although the present invention has been described in con-
nection with several embodiments, the invention is not
intended to be limited to the specific forms set forth herein.
On the contrary, it is intended to cover such alternatives,
modifications, and equivalents as can be reasonably included
within the scope of the invention as defined by the appended
claims.
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What is claimed is:
1. A method comprising:
accessing information describing an activity, wherein
the activity comprises a plurality of operations,
the plurality of operations comprises a first operation,
the information comprises
an identity of a first domain of a plurality of domains,
an identity of a first type of software target of a plu-
rality of types of software targets,
business effect information regarding one or more
business effects, if any, associated with the first
operation, and
resource information indicating resources used to per-
form the first operation, if the information com-
prises the business effect information, and
the each of the plurality of domains comprises a respec-
tive set of one or more computing devices; and
identifying an identified plurality of computing devices,
wherein
the identified plurality of computing devices are among
a plurality of computing devices included in the first
domain,
each of the identified plurality of computing devices cur-
rently implement the first type of software target, and
the accessing and the identifying are performed by an
automation server.
2. The method of claim 1, further comprising:
sending a message to the each of the identified plurality of
computing devices, wherein
the automation server is coupled to the plurality of com-
puting devices via a network,
the message is sent via the network,
the message causes each of the identified plurality of
computing devices to perform the first operation, and
the sending is performed by the automation server.
3. The method of claim 1, further comprising:
performing the activity;
maintaining a state of the activity; and
if there is a pause or a failure when performing activity,
restarting the activity from the state of the activity prior
to the pause or the failure.
4. The method of claim 2, further comprising:
accessing information identifying a schedule for the first
domain; and
delaying performance of at least one operation within the
activity, in order to comply with the schedule for the first
domain.
5. The method of claim 2, further comprising:
receiving user input specifying the activity; and
validating the activity, wherein
the validating comprises
determining whether each operation included in the
activity complies with a set of business rules.
6. The method of claim 2, further comprising:
generating a sequence number; and
generating an output structure for the first operation,
wherein
the output structure associates the sequence number
with an output value generated by the first operation.
7. The method of claim 6, further comprising:
generating an input structure for a second operation of the
plurality of operations, wherein
the input structure associates the sequence number with
an input value consumed by the second operation.
8. The method of claim 7, further comprising:
receiving user input specifying the activity; and
validating the activity, wherein
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the validating comprises
verifying that a data type of the input value consumed
by the second operation is a same data type as a data
type of the output value generated by the first
operation.
9. The method of claim 2, further comprising:
presenting a plurality of options for specifying the activity,
wherein
the plurality of options comprise
an option to specify a type of software target to which
the activity applies, and
an option to specify one or more operations to be
included in the activity.
10. The method of claim 7, further comprising:
sending a plurality of messages identifying the first opera-
tion to a plurality of automation agents, wherein
each automation agent is implemented on a different
computing device, and
an input structure of each of the plurality of messages
comprises at least one different sequence number than
each of the other plurality of messages.
11. A system comprising:
a processor;
a network interface; and
a computer-readable storage medium, wherein
the computer-readable storage medium stores program
instructions executable by the processor to implement
an automation server, wherein the automation server
is configured to
access information describing an activity, wherein
the activity comprises
a plurality of operations,
the plurality of operations comprises
a first operation,
the information comprises
an identity of a first domain of a plurality of
domains,
an identity of a first type of software target of a
plurality of types of software targets,
business effect information regarding one or
more business effects, if any, associated with the
first operation, and
resource information indicating resources used
to perform the first operation, if the information
comprises the business effect information, and
the each of the plurality of domains comprises a
respective set of one or more computing devices,
and
identify an identified plurality of computing devices,
wherein
the identified plurality of computing devices are
among a plurality of computing devices included in
the first domain, and
each of the identified plurality of computing devices
currently implement the first type of software tar-
get.
12. The system of claim 11, wherein the automation server

is further configured to:

send a message to the each of the identified plurality of

computing devices, wherein

using the network interface, the automation server is
configured to be coupled to the plurality of computing
devices via a network,

the message is sent via the network interface, and

the message is configured to cause each of the identified
plurality of computing devices to perform the first
operation.
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13. The system of claim 11, wherein the automation server
is further configured to:

access information identifying a schedule for the first

domain; and

delay performance of at least one operation within the

activity, in order to comply with the schedule for the first
domain.

14. The system of claim 11, wherein the automation server
is further configured to:

receive user input specifying the activity; and

validate the activity, wherein

the automation server is configured to validate the activ-
ity by virtue of being configured to
determine whether each operation included in the
activity complies with a set of business rules.

15. The system of claim 11, wherein the automation server
is further configured to:

present a plurality of options for specifying the activity,

wherein
the plurality of options comprise
an option to specify a type of software target to which
the activity applies, and
an option to specify one or more operations to be
included in the activity.

16. A non-transitory computer readable storage medium
comprising program instructions executable to implement an
automation server, wherein the automation server is config-
ured to:

access information describing an activity, wherein

the activity comprises
a plurality of operations,
the plurality of operations comprises
a first operation,
the information comprises
an identity of a first domain of a plurality domains,
and
an identity of a first type of software target of a plu-
rality of types of software targets,
business effect information regarding one or more
business effects, if any, associated with the first
operation, and
resource information indicating resources used to per-
form the first operation, if the information com-
prises the business effect information, and
the each of the plurality of domains comprises a respec-
tive set of one or more computing devices; and
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identify an identified plurality of computing devices,
wherein
the identified plurality of computing devices are among
a plurality of computing devices included in the first
domain, and
each of the identified plurality of computing devices
currently implement the first type of software target.

17. The non-transitory computer readable storage medium
of claim 16, wherein the automation server is further config-
ured to:

send a message to the each of the identified plurality of

computing devices, wherein

the automation server is configured to be coupled to the
plurality of computing devices via a network,

the message is sent via the network, and

the message is configured to cause each of the identified
plurality of computing devices to perform the first
operation.

18. The non-transitory computer readable storage medium
of claim 16, wherein the automation server is further config-
ured to:

access information identifying a schedule for the first

domain; and

delay performance of at least one operation within the

activity, in order to comply with the schedule for the first
domain.

19. The non-transitory computer readable storage medium
of claim 16, wherein the automation server is further config-
ured to:

receive user input specifying the activity; and

validate the activity, wherein

the automation server is configured to validate the activ-
ity by virtue of being configured to
determine whether each operation included in the
activity complies with a set of business rules.

20. The non-transitory computer readable storage medium
of claim 16, wherein the automation server is further config-
ured to:

present a plurality of options for specifying the activity,

wherein
the plurality of options comprise
an option to specify a type of software target to which
the activity applies, and
an option to specify one or more operations to be
included in the activity.
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